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What is Multi-Factor
Authentication (MFA)?

« Multi-Factor Authentication (MFA) is an additional method of verification to
the traditional username and password you currently use to login In-Form

- Itis an additional layer of security to help protect your data
 Itis a method you might already be using (i.e.: Online Banking login).

« Once MFA enabled, all users will only be able to login to In-Form using any
of the authentication methods

« No Client or personal information will be stored on

the phone used for MFA .



What is changing?

« Once MFA enabled, all In-Form Community users will only
be able to login to In-Form using any of the MFA methods

« To enable MFA you will need either your phone or desktop
app to verify your login

« Verification must be via an app linked to their In-Form
username (either on a smartphone, or desktop)
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Salesforce Authenticator: Connecting
your In-Form user with the App

4. On your mobile
device, open Salesforce
Authenticator and tap

2. On your computer, Ic

1. Install Salesforce
Authenticator on your
mobile device. It's
available from the
Apple App Store or
Google Play.

in to your In-Form

account. You may be

prompted to verify youl

AT Ry Connect Salesforce Authenticator

passcode via email or te

Add an Account.

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and
you verify with just a tap. You can also enable location
services to have the app verify you automatically from
S&lESfOI’Ce trusted locations. The app provides codes to use as an
alternate verification method.
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Salesforce
a Authenticator

GET 1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
Username device.

2. Open the app and tap to add your account.

3. The app shows you a unique two-word phrase. Enter
Password the phrase below.

()] Remember me
Back Connect

Forgot Your Password? Use Custom Dd

What's New

Let's Get Started

[ Add an Account

3.4:
+ Fixes bugs

Two-Word Phrase

Preview

Choose Another Verification Method




Salesforce Authenticator: Connecting
your In-Form user with the App

continued

7. Salesforce Authenticator
is connected to your
Salesforce account. You're
prompted to confirm the
connection details in the

6. On your 8. In Salesforce

computer, enter the
phrase in the Two-
Word Phrase field.

5. The app displays a
two-word phrase.

Authenticator, verify
that the connection
details are correct,

app. then tap Connect.

Then click Connect.

Connect Salesforce Authenticator

Connect Account

We tell you when someone's trying to access your
account data. If it's you and everything’s OK, you can
verify the activity. But if something’s not right, you
«can block it.

salesforce

Check Your Mobile Device

For security reasons, you have to connect Salesforce

Authenticator to your account. The app sends a Use Salesforce Authenticator to approve the request to
notification when we need to verify your identity, and Log In to Salesforce i
e °
exact researc h you verify with just a tap. You can also enable location 4 & karen.adams@example.com
services to have the app verify you automatically from
trusted locations. The app provides codes to use as an Sir

ro
I Copy to Clipboard
alternate verification method. @ Salesforce Tester

Enter this phrase on the app connection page in )
your account. Then confirm the connection on your 1. Download Salesforce Authenticator from the App

phone. Store or Google Play and install it on your mobile
device. ”

2. Open the app and tap to add your account. Log In to Salesforce
3. The app shows you a unique two-word phrase. Enter B Venﬁ_‘ the
the phrase below. B details

L] P i | 2.
Two-Word Phrase artvandelay@salesforce.com d
Service
exact research @ login salesforce com
Back Connec t Having Trouble?

Choose Another Verification Method




Salesforce Authenticator: Connecting
your In-Form user with the App

continued

9. And that’s it! You've 10. And you finish Wher? !Ogging into In-Form you will receive
successfully connected logging in. a notification on the mobile app to confirm

Salesforce the connection between the app and your

Authenticator to your In-Form account.
account.

Confirmation of the connection will be
displayed. You can now use the Salesforce
Authenticator app to approve your logins
once MFA is enabled.

Accogdded When logging in using your credentials,
you will always need to have your phone
with you to confirm your identity in the

Salesforce Authenticator App when
requested
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What haptpens if you cannot access
your app for validating your identity?

a4 [ 4 n
| can’t access my app

Search Setup

If you cannot access the app anymore —

Multi-Factor Authentication Assistant

Timmy (©f nwic ma (¢ ) i

Locale  English (Uniled Kingdom) Dabug i

. . . Language  English High-G: Palette an Charts 3
L4 Release Updates Delegated Approver Aliow Foracasting
° Py 7 Lightning Experience Transition Manager 8 Call Cantar
mmmmmmmm Recsive Approval Request Emails  Only if | am an a ne

i § Federsion®  Extension

Key Contact or our Support team at | TS e
inform.support@homelesslink.org.uk for _— -
us to reset your connection with the app —
and for you to be able to set it up again
on your new device.
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The complete
and solution.

www.in-form.org.uk

inform.sales@homelesslink.org.uk
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In-Form

Raise a case from your In-Form system
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